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Abstract: Domain name system security extensions (DNSSEC) was a secure extension protocol for the domain
name system (DNS), which enhanced DNS security by adding signatures to DNS records. It was very important to
ensure the security of the entire DNS that the domain name recursive server could effectively verify the correctness

of the DNSSEC configuration and return the corresponding error type when the configuration was wrong. For this
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purpose, building upon the RFC 8914 standard, eight configurable error types were selected and corresponding

DNSSEC errors were configured in eight different subdomains. Next, the recursive server supporting DNSSEC was

selected as the probe object for the global public DNS server, and the resolution requests were launched for the

aforementioned eight subdomains, and the probe results were collected, analyzed, and visualized. Experiments

showed that most recursive servers that supported DNSSEC could correctly detect the DNSSEC misconfiguration

of domain names and return the corresponding error type for some errors such as signature expired, signa-

ture_not_valid, RRSIG missing, DNSKEY missing, and so on. This large-scale detection and analysis provided

valuable insights into the capabilities of important recursive servers worldwide in validating DNSSEC configura-

tions, guiding future efforts in enhancing DNSSEC deployment on the recursive side.
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T no_error_code(true). &, %A ALEKNE
T no_error_code(false).

3) DIG command_failed: X} 1%iR [F]45
AR S AE AR A PR A BT 2% A D < A WS B o
7o R AR E N, B AT I T A
THEOL. TSGR A WA AT RE, —Fh R R4
WA, 757 ) I R v 5 A A ) N L
MER; H—MEEEHRFEURS SN ERAE
ZA. XRS5 R9I~FK 16, KIN/AME

*=8 IEETFEHMEMER
Table 8 Detection results of normal subdomain

BC B A iR ol i JIR g5 5 4 ditt

no_error_ code(true) 3292 91%

DIG _command_failed 307 8%

Null
DNSKEY_missing(9) 1 0%
no_reachable_authority(22) 7 1%
%9 unsupported DNSKEY _algorithm #&|25 R
Table 9 Detection results of unsupported_ DNSKEY _algorithm
[LEkS el R JIR g5 5 4 =4
no_ error_ code(true) 2504 69%
DIG command failed 278 8%
unsupported DNSKEY . o

algorithm( 1) NSEC_missing(12) 1 0%
unsupported DNSKEY (1) 820 23%

no_reachable_authority(22) 4 0%
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%10 unsupported_DS_digest_type #MZE R
Table 10 Detection results of unsupported_DS_digest_type

(RN For £ i k5545 & Atk
DNSSEC._ bogus(6) 148 4%
no_ error_ code(false) 1971 54%
cached_error(13) 61 2%
unsupported DS DIG_command _failed 352 10%
digest_type(2) DNSKEY _missing(9) 852 24%
unsupported DNSKEY (1) 64 2%
no_reachable authority(22) 78 2%
no_ error_ code(true) 81 2%

%11 signature_expired &5 R

Table 11  Detection results of signature_expired
T L A A5 Hor £ 1% IR 4525 6 5 a4
DIG_command_failed 293 8%
no_ error_ code(false) 1202 33%
signature_expired(7) 1789 50%
signature _expired(7) DNSSEC _bogus(6) 111 3%
DNSKEY_missing(9) 65 2%
cached error(13) 65 2%
no_error_ code(true) 82 2%

%12 signature_not_yet valid #M5 R
Table 12 Detection results of signature_not_yet_valid

iR LRI AA k45 2% 64 al=a
DNSSEC_bogus(6) 67 2%

no_reachable authority(22) 1 0%

DIG_command_failed 284 8%

signature_not_yet valid(8) cached_error(13) 1 0%
signature_not_valid(8) 2005 56%

no_error_ code(false) 1171 32%

no_ error_ code(true) 78 2%

HMEMAREH EMNMEN T, DIG com-
mand_failed 7B IR 55 28 E 2 AHUT, M) DL
Wikt B 5 iRt A mE AN, JFd—Puhe
e M4 PR A R B 2

WL bR 8 5R 9~16, MW IEH 7%
LEAREN, AR IEFEMGNT, UHA B
BRI 2R I AR, B S0/ DNSSEC it & 45 1%
FEH.

seAh, @RI AR HES R, K8

BRSO ERIN & SRAFAE S S AN gy o A
SCMGEERIAN 1 PR A # BEXTIX 8 P 12 R AL (4R
MEERBEAT T 70 t, IF B BTG .

(D ST

M ELEG 25 R G, AE R — s 5 ) 2R
tH, DIG command failed ] il 55 #% i & J A —
B s o, fE8 KRN iR Bl DIG_com-
mand_failed ] il 5% #% £ & v 265~355. HIARA
SCSEERAERIME AR A T B R R T ok



« 90«

WZs 515 B i

10 %

%13 DNSKEY_missing #&il45 5R
Table 13 Detection results of DNSKEY_missing

(=R S Tor P JIR g5 4 6 # it
DNSSEC_bogus(6) 106 3%
DNSKEY_missing(9) 1116 31%
DIG_command_failed 312 9%
DNSKEY_missing(9) no_reachable_authority(22) 11 0%
no_ error_ code(false) 1159 32%
RRSIG missing (10) 815 23%
no_error_ code(true) 87 2%
%14 RRSIG_missing #&MLER
Table 14 Detection results of RRSIG_missing
e B A e Tor I % Jik g5 s & % ikt
no_error_ code(false) 1189 33%
not_authoritative(20) 13 0%
DNSSEC_bogus(6) 65 2%
invalid_data(24) 5 0%
RRSIG_missing(10) RRSIG_missing(10) 1,949 54%
DIG_command_failed 296 8%
cached_error(13) 4 0%
not_ready(14) 5 0%
no_ error_ code(true) 81 2%
%15 no_zone key bit set#iMz5E R
Table 15 Detection results of no_zone_key_bit_set
iR Ao D i &2 A 3eE fitl
DNSKEY missing(9) 10 0%
DNSSEC_bogus(6) 988 27%
no_reachable authority(22) 46 1%
no_zone key bit set(11) no_ error_ code(false) 2096 58%
cached_error(13) 63 2%
DIG command_failed 317 9%
no_ error_ code(true) 87 2%

BRI AR S B R, IO T ORIESR DN AR T
e KE R IREN 5, (HRATIIRAAAE — IR 55
WESKERGRIBHIEZBIIEI . X —4h
CRE CEE o o = OBV S T DUV W N T 1573
T RIS A R A AR

(2) AMEJTH

AR 8 Ffr 5 132 o R R, ALK 8 Fif
R KB N3 OKE D MRS A LR

—+ 4k

IARE==]

B A% W 3k 4 ) DNSSEC it B 4 15 25 2L 11 4
M EE % signature_expired. signature not valid.
RRSIG missing. DNSKEY missing. @JR55#% 7]
DA H B %, E AN e ks HH A 1Y) DNSSEC
Ao B HE R K AL 3 M S % ¢ NSEC_missing.
no_zone key. unsupported DS. @®ibH —AhFk
5 I /& unsupported DNSKEY, 7 3¢ ®# il 3t 41T
3K
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%16 NSEC_missing #|£5 R
Table 16 NSEC_missing detection results

i 7 iRl JIR 55 4% 5 4L gk
DNSKEY_missing(9) 3 0%
DIG_command_failed 302 8%
DNSSEC_bogus(6) 105 3%
no_ error_ code(false) 1183 33%
NSEC_missing(12)
cached_error(13) 1 0%
no_reachable_authority(22) 2 0%
RRSIG missing(10) 1937 54%
no_ error_ code(true) 74 2%

= unsupported DNSKEY aigorithmm unsupported DS digest type
signature_expired = signature_not_yet_valid

= DNSKEY_missing = RRSIG_missing

mno zone key bit set = NSEC missing
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Figure 5 DIG_command_failed distribution(packet loss)
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Figure 7 Distribution of RRSIG_missing detection error results
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Figure 9 Distribution of signature_not_valid detection error results
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